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Wireless Technology

1 Preface

This document provides a description on how to update a FW image, configure a Wi-Fi
module, join/scan, connect to Wi-Fi networks and exchange data with the iPhone demo.

2 Preparation

The evaluation tool for Wi-Fi module serial control and iPhone application demo are
available here:

http:/www.ampedrftech.com/dnload.php
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3 Function

This section details each function on how to use the Wi-Fi module.

3.1 FW download Using EvalTool

This section describes how to update the FW image of the Wi-Fi module.

Command: at+wf invalidateapplication

Once entered, the previous application FW will be erased.

Process:
Step 1: Click “Setup”.

Clear | |
Speed:O

Set Cmds I Escape I

[T ]
Discnnnectl

Frofile

IJ!\ - I
Setup I

¥F433_150T234. bin

Selectl Load |

[T Binary Made
[T Stay On Top

.ear Profill
Start Capturel

CTS RT3 Enabled

socletopen I lediscnveryl bond |

leconmects I Update | send 10000 linei
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Step 2: Change the setup configuration

Change the “Port” and “Baudrate” (default is 115200 in Boot mode). Do not select “RTS/CTS
Flow Enabled” or “Use Small Packets” when re-flashing.

A A - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 411 = O

Connect |
Di=conmect |

Frofile
IA vl
Setup |

WF435_1507T23534. bin

Ford Baudrat: W & d IF after C
[coms  ~| Jiiseoo | - o Eelect]| [ToeT |

[T Binary Mode
icFeen Eolnrl
I_ ETS/CTS Flow Fnabled b I— Stay On Top

[~ Use Small Packet _ear Profili
N Start Capture|
1) A

Comm Fart Kevboard

Canecel |

€
CTS/ETS Enabled
Clear | S Commands
Speed: 0 config | Jjoin I socketopen I lediscwer}’l bond |
Zet Cmds | Escape I factoryinitl sSpp | leconmect? | Tpdate | send 10000 lin94
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Step 3: Add the command

Click “SetUp Cmds” and add the “AT+AB InvalidateApplication” command and name it. Press
HOKH.

A Send Command ﬂ

Hame Command

inwvalidate Iat+wf invalidateapplication [” Hex |+ Send CR LF

Iat+wf reset [~ Hex |+ Send CE LF

| | [T Hex |# Send CE LF

| | [T Hex |# Send CR LF

| | [T Hex |# Send CE LF

| | [ Hex |¥ Send CRLF

| | [ Hex | Send CRLF

| | [ Hex |¥ Send CRLF
Clear | Bz

[” Hex |+ Send CR LF

Speed: I I

Set Cmds |

Send Line Command

I 1000 Send thiz many lines of exactly 30 charz (including

1 AT 1 rEh

[~ Continmons |11 Brtez per 100 M5 pausze per

0k | Cancel |
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Step 4: Click “Select” to add the new FW image (bin file).
C - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 4.11

- 0O

Conmect |
Dlizconnact |

Frofile

=
Setup |

WF435_150T234. bin

[T Binary Mode
[~ Stay On Tep

_ear Profil]
Start Capturel

CTS/ETS Enabled

[
.3 Choose File to Download “
SHEED: | wifi FW ~| e EerEr
=i B Emas eSS
i |WF435 150723A.bin 2015/7/28 12:11 FTE Bin
£ >
THE(N): | WF435_150723A.bin 7 (0)
THERT):  |bin Files (%bin) | —
.
Clear | Be: 0 Cor?ma.nd.s | | |
Zpeed: D inwalidate reset
Zet Cmds I E=cape | | |

| send 1000 Lines|
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Step 5: Click “Invalidate” to go into bootloader mode, and then click “Load” to update the new

FW.

A C - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 4.11 - ©
at+wf invalidateapplication Conmect I
Bootloader S5TM3ZF4xx — Versiom 150304 (WF43) 51ZE DewvID:-433 Discormectl
(C) COPYRIGHT 2014 Amped EF Technology, Inc.

Frofile
Note: Application has not been downloaded. II: vl
Main Menu Setup I
1 Download Application Image
2 Emecute Application WF435_1507234. bin
b Change Baudrate -
e Erase Epplication Selectl Load I
v Erase Config Variables
d Dump Application WVectors I- Binary Mode
[~ Stay On Top
Enter:
_ear Profill
Start Capturel
CTSfRTS Enabled
- | Bxr: 433 “l% | | |
Speed: 0 inwvalidate reszet
Set Cnds | Escape | | | | Send 1000 Lines|
A C - COM3: 115200 Baud - Amp'ed RF Firmware Test Tocl - 411 = O
Connect I
Loader Dlscon.nectl

‘mage: IWF435_15DTESA.bin Abort |
Packet:l 3T Bytes I 37585 File I 2T47TT4

[—

Loading Image

[T Send Only 125 byte pacls

Profile

F
Setup I

WF435_150TZ3h. bin

Selectl Load |

[~ Binary Mode
[~ Stay On Top

_ear Profil]
Start Capturel

CTS/RTS Enabled

| Commands
Clear Fx: 0O
inwalidate | reset |

Speed: O
Set Cmds | Ezcape | |

| Send 1000 Lines|
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Step 6: After finishing the loading process, make a reset (at+ab reset) to config the NVM
settings.

A C - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 411 - O

C t |
- onnes
Di=sconmect |
Enter:

Syatem powsr on! Profile
AT-WF —-CommandMode-— C
AT-WF MRCaddress 000432212345

zt+wf reset Setup |

AT-WF ResetPending
System power on! WF435_1307234. bin
AT-WHF —CommandMode-—

AT-WF MACaddress 00043e212345 SEIEEtl Load |

[~ Binary Mode
[T Stay On Top

_aar Profili
Start l:apturel

-

CTS RT3 Enabled

Commands
Clear | Ex: 180 |
Speed: 0 inwvalidate | | | I

Set Cmds | Escape | | I |

| Send 1000 Lines|
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3.2 Configurations for SSID, Password, etc.

To set a configuration variable, enter "at+wf config xxxx = yyyy", where "xxxx" is the variable name
and "yyyy" is the value to set. A variable name can also be specified as "varzz", where “zz” is the
sequence number of the variable.

Example: Change device name Parameter: “DeviceName = AmpedWI-FI”

at+wf config DeviceName=Amp

3.2.1 Set SSID
SSID is the network name you want to join. Below is the method to change the SSID.
Command: at+wf config SSID=[Name]
Response: If the operation is successful, the response is:
AT-WF ConfigOk

Example:
at+wf config SSID=Amp'ed RF Tech

AT-WF ConfigOk

3.2.2 Set Password
Password is the network’s password. Below is the method to change the password.
Command: at+wf config PassPhrase=[password]
Response: If the operation is successful, the response is:
AT-WF ConfigOk

Example:
at+wf config PassPhrase=ampedrf123

AT-WF ConfigOk

3.2.3 Set IP Address
The IP address is the Wi-Fi module’s IP address. Below is the method to change the IP address.
Command: at+wf config IPAddress =[number]
Response: If the operation is successful, the response is:
AT-WF ConfigOk

Example:
at+wf config IPAddress=192.168.1.2

AT-WF ConfigOk

3.2.4 Set DHCP

In STATION mode: if DHCPMode=True or 1, the IP address of the Wi-Fi module is arranged by
the router; if DHCPMode=Flase or 0, the IP address is the value of IPAddress in NVM settings.
Below is the method to change DHCP.

Command: at+wf config DHCPMode=[true or false]
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Response: If the operation is successful, the response is:
AT-WF ConfigOk

Example:
at+wf config DHCPMode=1

AT-WF ConfigOk
at+wf config DHCPMode=true
AT-WF ConfigOk

3.3 Scan/Join/Socket Open

This section describes how to scan the Wi-Fi network nearby, join the dedicated network and open
the socket.

3.3.1 Scan
Command: at+wf scan

This command will scan the Wi-Fi network, obtain the BSSID signal strength,
frequency, SSID and flags.

Response:
AT-WF ScanComplete

Example:
at+wf scan

BSSID Signal Freq SSID Flags
14:e6:4:95:2b:2c -61 dBm 2422 Amp'ed_AP [WPA-PSK-CCMP][WPA2-PSK-CCMP]
a8:57:4e:10:90:7a -57dBm 2437 TZ_3MAO [WPA-PSK-CCMP][WPA2-PSK-CCMP]
14:75:90:b8:ch:ca -77 dBm 2437 TJZYHBKJ3 [WPA-PSK-CCMP][WPA2-PSK-CCMP]
14:75:90:c3:eb:62 -73 dBm 2437 TJZYHBKJ [WPA-PSK-CCMP][WPA2-PSK-CCMP]
28:2c:b2:e3:4a:54 -75dBm 2462 AmpedRF1 [WPA-PSK-CCMP][WPA2-PSK-CCMP]

28:2¢:b2:€3:49:96 -60 dBm 2462 [WPA-PSK-CCMP][WPA2-PSK-CCMP]
AT-WF ScanComplete

3.3.2 Join
Before joining, set the necessary parameter and then reset.
o at+wf config DeviceMode=AP (AP or STA mode)
e at+wf config SSID= AmpedRF1
o at+wf config PassPhrase=123456789
o at+wf reset (reset after changes)

Command: at+wf join
Response:

If the connection is successful, the response is:

Page 10 of 21
www.ampedrftech.com



28:2c:b2:e3:4a:54 -80 dBm 2462 AmpedRF1 [WPA-PSK-CCMP][WPA2-PSK-CCMP]
AT-WF JoinOK [AmpedRF1]
AT-WF DHCP OK. Get ip:192.168.1.37

If the connection is unsuccesful, the response is:
AT-WF JoinFailed [SSID name]
Example:

at+wf join
Successful:

28:2c:b2:e3:4a:54 -80dBm 2462 AmpedRF1 [WPA-PSK-CCMP][WPA2-PSK-CCMP]

AT-WF JoinOK [AmpedRF1]

AT-WF DHCP OK. Get ip:192.168.1.37

Fail:
AT-WF JoinFailed [AmpedRF1]

3.3.3 Socket Open

After the connection is successful, you can open the socket and then send data to remote with
UDP packet.

Command: at+wf socketopen

Response:
AT-WF StartUDP
AT-WF -BypassMode-
Example:
at+wf join
28:2c:b2:e3:4a:54 -77 dBm 2462 AmpedRF1 [WPA-PSK-CCMP][WPA2-PSK-CCMP]

AT-WF JoinOK [AmpedRF1]

AT-WF DHCP OK. Get ip:192.168.1.37
at+wf socketopen

AT-WF StartUDP

AT-WF -BypassMode[al]-

3.4 Connection and data exchange with iPhone in STA mode
This section describes how to connect the Wi-Fi module in STATION mode to an iPhone via UDP,
as well as show simple data transfer between iPhone and Wi-Fi module.
The process to make a connection:
Step 1: Config the iPhone and Wi-Fi module
iPhone side:

¢ Install the Wi-Fi demo (you can download it from the website or connect your supporter
forit.)
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e Connect the iPhone to a Wi-Fi network and record the IP address of the iPhone (SSID:
shareWi-Fi, IP address: 192.168.23.4).

-75 thEEE = 14:46 80% '} =75 hEEE T 14:46 B0% W)
< settings Wi-Fi < Wi-Fi sharewifi

Wi-Fi |

v sharewifi a

9]
E

Forget this Network

CHOOSE A NETWORK... IP ADDRESS |

AmpedRF a= @ B | e )
Amp'ed_AP a=
@® IP Address 192.168.23.4
Amped RF = () [
Subnet Mask 255.255.255.0
AmpedRF1 a= (i) |
Router 192.168.23.1
computer a= ()
114.114.114.114, 8.8.8.8
GUEST a= (i) DNS
MEC AP a=s @ Search Domains mshome.net
TJZYHBKJ a = @ Client ID

Set the Wi-Fi module side as below. Then, reset the Wi-Fi module.

o at+wf config DeviceMode=STA (station mode)

e at+wf config SSID= shareWi-Fi

o at+wf config PassPhrase=1234567890 (router password)

o at+wf config HostIPAddr=192.168.23.4 (iPhone IP address)
o at+wf config LocalPort=xxx (default is 2015)

o at+wf reset (reset after changes)

Step 2: Connect the Wi-Fi module to the Wi-Fi network
¢ Have the Wi-Fi module join the same Wi-Fi network as the iPhone: at+wf join
at+wf join
28:e3:47:0a:f8:d2 -49 dBm 2462 shareWi-Fi [WPA2-PSK-CCMP]
AT-WF JoinOK [shareWi-Fi]
AT-WF DHCP OK. Get ip:192.168.23.5

e Open the socket: at+wf socketopen
at+wf join
28:€3:47:0a:f8:d2 -49 dBm 2462 shareWi-Fi [WPA2-PSK-CCMP]
AT-WF JoinOK [shareWi-Fi]
AT-WF DHCP OK. Get ip:192.168.23.5
at+wf socketopen
AT-WF StartUDP
AT-WF -BypassMode-
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_Step 3: Open the Wi-Fi demo and select “{UDP”. Input “192.168.23.5” as the IP, “2015” as the
port, and then click “Set Config”.

-75 HEBE =T 13:52 85% W} -75 hEBE T 15:02 80% WM}

U D P U D P Setting
| | 192.168.23.5 2015

o Coniolll r - eet

send: 0 send: 0
received: 0 received: 0
TCP UDP CP UppP

— T

Step 4: Data transfer

Data from the iPhone demo to the Wi-Fi module:
Input data in the “sendText” area, then click “send”. The Wi-Fi side will receive the

data.
-75 hEBEN T 15:14 83% )+
U D P Setting
192.168.23.5 2015
| hhhg |

received: 13

ZZZZZZZZZZZZZ

QWERTYU I OP

123 & space return

Data from the Wi-Fi module to the iPhone demo:
Input data in the Eval tool, which will transfer the data to the iPhone demao.
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A A - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 411 = O

at+wf join Commect I
28:e3:47:0a:£8:d2 -50 dBm 24582 sharewifi [WEARZ-PSE-CCM

AT-WF JoinOE [gharewifi] Discnnnectl

ART-WF DHCP OF. Get ip:1592.16B.23.5
at+Ab socketopen Profile

BAT-WF StartUDP IA vl

AT-WF -BypassMode-—
gezzzzzzzzzzzzggggggghhhg Setup |

|
Send
ET24H bin

Receive Selact | Load I

[T Binary Mode
[T Stay On Top

_mar Profill
Start Capturel

£ >
CTS/RTS Enabled
Clear | Bx: 185 Connands
Spesd: 0 config I join I socketopen I lediscnveryl bond |
Set Cmds I Ezcape factoryinitl SpP I leconmect? I Update I fend 10000 line4

3.5 Connection and data exchange with iPhone in AP mode

This section describes how to connect to the iPhone when the Wi-Fi module is in AP mode via
UDP, as well as show simple data transfer between the iPhone and Wi-Fi module.

Step 1: Change the Wi-Fi module config and then reset the Wi-Fi module.
o at+wf config DHCPMode = true

o at+wf config DeviceMode=AP (AP mode)

e at+wf config SSID= WI-FI AP (name)

o at+wf config LocalPort=xxx (default is 2015)

¢ at+wf config IPAddress, get the Wi-Fi IP address (default is 192.168.0.2)
o at+wf reset (reset after changes)
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.3 A - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 411 = ©

at+wf config DHCEMode=1
Connect |

AT-WF Configlk

at+wf config DeviceMode=1 Discnnnectl

AT-WF Configlk

attwf config S55I0= WIFI AP Profile

AT-WF ConfigOk IG
at+wf config LocalPort=2015

AT-WF ConfigOk Setup |
at+wf config IPRddress

wars IPRddress = 13Z.1e8.0.2 WF435_150T234 bin

Valid wvalues are: example —— 152_168.0.1
Selectl Load |

[T Binary Mode
[T Stay On Top

_ear Profil]
Start l:apturel

CTS RIS Enabled

Commands
Clear | Bx: 136
Speed: 0 config | join I zacketopen | lediscoveryl bond I
Set Cmds | Escape factor}’initl =PE I leconnect? | Tpdate | fend 10000 line4
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Wireless Technology

Step 2: Find the Wi-Fi network “WI-FI AP” and connect to it on the iPhone side. We can find
the IP address of the iPhone: 192.168.0.3.

-75 hEB N 15:48 88% ) -75 HEBEE] 16:10 949 ) 4
< Settings Wi-Fi < Wi-Fi WIFI AP
A 0 Forget this Network
v WIFI AP = ()
IP ADDRESS
CHOOSE A NETWORK... - & — -
AmpedRF a = ()
IP Address 192.168.0.3
aaa = (i)
Subnet Mask 255.255.255.0
Amp'ed_AP 8= ()
Amped RF = el
computer 8= (i) DNS
GUEST a = () Search Domains
sharewifi = (i) Client ID
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Wireless Technology

Step 3: When the iPhone connects to the Wi-Fi module, there is a response from the Wi-Fi
module to the Eval tool. The IP address of the iPhone is “192.168.0.3”. Set the IP
address on the Wi-Fi module

AT-WF Add Station:[60:92:17:29:74:6d] 1/5.
AT-WF DHCP Ok: IP=192.168.0.3 , MAC=60:92:17:29:74:6d.
AT-WF Free Station:[60:92:17:29:74:6d] 0/5.
AT-WF Add Station:[60:92:17:29:74:6d] 1/5.
AT-WF DHCP Ok: IP=192.168.0.3 , MAC=60:92:17:29:74:6d.
[+ A - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 4.11 = = I

AT-WF —-CommandMode-
Connect |

AT-WF MACaddress 000432212345
AT-WF ARdd Station:[@0:32:17:25:74:ed] 1/5. Discnmectl
AT-WF DHCE QOk: IP=192_.1%8.0.3 , MAC=60:92:17:29:T4:&6d.

Frofile

F
Setup |

WF435_1507T234. bin

Selectl Laad |

[ Binary Mode
[T Stay On Top

_ear Profil]
Start Captu.rel

CTS/ET5 Enabled

Commands
Clear | Bx: 152
Zpesd: 0 config | join | zocketopen I lediscnveryl bond I
Set Cmds I Ezcape factoryinitl =pp | lecormect? I Tpdate | Send 10000 line4
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Wireless Technology

Step 4: Change the HostIPAddr on the Wi-Fi_module side to be the same as the iPhone’s IP

address and then reset the Wi-Fi module.
At+wf config HostIPAddr=192.168.0.3

Step 5: Connect the iPhone to the Wi-Fi network “WI-FI AP” again.

A A - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 411 = O

AT-WF —CommandMode-

AT-WF MRCaddress 00043e212345

AT-WF Add Stetion:[60:92:17:23:74:6d] 1/5.

AT-WF DHCPE Ok: IP=132.1€8.0.3 , MAC=60:92:17:29:74:64d.
at+wf config HostIPRAddr=152 1&88.0.3

AT-WF ConfigDk

at+ib reset

AT-WF BResetPending

System power onl!

AT-WF —CommandMode-

AT-WF MACaddress 000432212345

AT-WF Add Stetion:[60:92:17:29:74:6d] 1/5.

AT-WF DHCP Ok: IP=1592.1€8.0.3 , MAC=60:92:17:29:74:6d.

Commect I
Disconmect I

Frofile

IA vI
Setup I

#F4335_150T234. bin

Selectl Laad I

[ Binary Mode
[ Stay On Top

_ear Profill
Start Capturel

CTS/ETS Enabled

Commands=

Clear | Bx: 575
Speed: 0 config I join | zocketopen | lediscoveryl bond I

Set Cmds | Escape I factor}'initl Spp | leconnect? |

Update | Send 10000 lined

Step 6: Open socket on the Wi-Fi module side: At+wf socketopen
AT-WF Add Station:[60:92:17:29:74:6d] 1/5.
AT-WF DHCP Ok: IP=192.168.0.3 , MAC=60:92:17:29:74:6d.
AT-WF Free Station:[60:92:17:29:74:6d] 0/5.
AT-WF Add Station:[60:92:17:29:74:6d] 1/5.
AT-WF DHCP Ok: IP=192.168.0.3 , MAC=60:92:17:29:74:6d.
at+wf socketopen
AT-WF StartUDP
AT-WF -BypassMode-
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Wireless Technology

Step 7: Open the Wi-Fi demo on iPhone, select “UDP”, input the IP “192.168.0.2”, the port
“2015”, and then click “Set Config”.

95% )

-75 MEESN T 13:52 859% ) -75 hEEE 16:18
UDP UDP

2015,

192.168.0.3

send: 0 send: 0
received: 0 received: 0

11234516 718]19]0

UDP

TCP
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Step 8: Data transfer

Data from the iPhone demo to the Wi-Fi module:

Input data in the “sendText” area, then click “send”. The Wi-Fi side will get the data.

-75 thEBED 16:21 06% ) 4 -75 PEBEN 16:27 97% ) 4
U D P Setting U D P Setting
192.168.0.2 2015 192.168.0.2 2015
aaad
send: 0 send: 4
received: 0 received: 3
bbb

L _______J TcP upp
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Data from the Wi-Fi module to the iPhone demo:
Input data in the Eval tool which will transfer the data to the iPhone demo.

A A - COM3: 115200 Baud - Amp'ed RF Firmware Test Tool - 411 = O
AT-WF 2dd Station: [60:92:17:25:-74:6d] 155 Cormect |

AT-WF DHCP Ok: IP=132 _168.0.3 |, MRC=60:92:17:259:74:6d._

at+wf socketopen Discommect |

IA vI
Setup |

BT24H. bin

Zelect | Laad I

[T Binary Mode
[” Stay On Top

_ear Profil]
Start Captu.rel

AT-WF StartUDP

Frofile

CTS/RTS Enabled

Commands
Clear Bx: 140
Spesd: 0 config I join I zacketapen | lediscover}'l band I
Set Cmds | E=scape factor}'initl =pp | leconmect? | Update | Jend 10000 line4
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